Linux va Phan mém Ma
nguon mo

Bai 4: Nguwoi dung, phan quyén va quan
ly file trén linux



Nhic lai va cha y

" Cic ché d6 lam viéc chia hé diéu hanh linux
= Phién lam viéc (login — lam viéc — logout)
= Cac thong tin trén dau nhac khi lam viéc vdi shell

= Hé thong file cda linux:
* Hai loai doi twgng chinh (tap tin va thu muc)
* Phan cap (moi th& déu xuat phat tir thuw muc géc — root)
» Nhat quan (moi doi twgng déu anh xa vao hé thong file)
" Cac thuw muc théng dung trén linux
= Khai niém dudng dan

= Vi tri lam viéc hién tai Q



NO1 dung

N

Cac lénh cung cap thong tin
Cac lénh lam viéc voi tap tin va thu muc

Cac lénh lam viéc v&i ndi dung tap tin

N

Quan diém cua linux vé phan quyén
" Nguoi dung

" Nhom

" Thong tin file

= Phan quyén truy cap

= Kiéu tap tin

" Tén tap tin



Phan 1

Cac 1énh cung cap thong tin
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Cac 1énh cung cap thong tin

= passwd € d6i mat khau ngudi dung

= whoami € xem tén nguwdi dung

= who am i €= xem chi tiét ngudi dung

= |ast € xem céc phién [am viéc gan day

= Cac |énh linux thwong gom 3 khoi
<|énh> <lwa chon> <tham s6>
= <|énh>: c6 dinh, phai hoc va nhé

= <|wa chon> va <tham s6>: tuy vao tirng Iénh

TRUONG XUAN NAM
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Cac 1énh cung cap thong tin

= yname -a € xem thong tin hé thong

" free € xem bd nhd con tréng

= df € xem dung lvgng lwu trit con trong
= ps - € xem thong tin céc tién trinh

" uptime € xem thoi gian hoat ddng cla may

"W € uptime + who

= whereis X € xem &ng dung X & dau

= date € xem ngay gio (& déng hé chia may)

= sudo X €= chay &ng dung X v&i “quyén root”
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Cac 1énh cung cap thong tin

= Khi viét tén file/folder c6 thé sir dung cac ki hiéu

thay thé dé tang hiéu qua cta ciu lénh (viét nhanh
hon, nhdm cac tén file/folder,...)

= Dau “*” 4= thay thé cho cac file trong thu muc

= Diu “?” 4= thay thé cho 1 chit cdi trong tén

= Diu “~” 4= thay thé cho thu muc cia ngudi dung

= Dju “.” <€ thaythé cho thu muccha

= Ddu“” €= thay thé cho thu muc hién tai

= BAm Ctrl-C dé ngat cac Iénh dang thuc hién
= BAm Ctrl-D dé két thuc phién hién tai é



Phan 2
Cac lenh lam vi¢c vo1 tap tin
va thu muc
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[énh Is

= Liét ké noi dung cua mot thu muc
= Cu phap:
Is [tuy chon] [thu muc]
= Mot s6 tuy chon:
= —x hién thi trén nhiéu cot

= —| hién thj chi tiét cac théng tin cda tap tin
= —3 hién thj tat ca cic tap tin ké ca tip tin an

= Néu khdng chi tén thu muc, thi 1énh sé liét ké cac
file trong thuw muc hién tai

- ul S * /*n ? R
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Lénh Is

Phan loai file
’ A ~ -
cac quyén truy cap cho chu

‘ Cac guyén truy cip cho nhém cha

Cac quyén truy cip cho nguoi dung bén ngoai
Kich thudc cua file

1 bmef user # ls -1 Thoi diém file duoc tao ra

2 call 36 \\

3 (S)(toot)[root | 4096|E006-06-29 04:21 (" 3

4 7|l root||root 4096(|12006-06-23 02:13]. .

5 1|l root||root 6096|[2006-06-22 09:24 |functions

6 Z2|lanon||lusers 651(|2006-06-23 05:23||hardlink

7 2|lanon||users 651|12006-06-23 05:23 |mark.txt

8 2||root||root 4096||12006-06-22 09:27 |mydir

9 1|l root||disk B, 192([2005-05-24 08:09 (sdm

10 1| root||root 6096(12006-06-22 09:29 |share

11 1|l root||root 9112006-06-22 09:28/|softlink -> functions

12 1| root||root 0|(2006-06-29 04:21|zerobyte.txt

\ N AN J\ J X 3

Téng s& 1lién két
dén cung 1 file Tén nhém chu cua tap tin

N ) s Fad o J Fad . Tén tap tin
Tai khoan c¢a nhan chu tap tin

Kiém tra thudc tinh cta cac tdp tin bang 1énh 1ls -1

TRUONG XUAN NAM




Lénh cp

= Sao chép tap tin / thuw muc
= CuU phap:
cp [tuy chon] <ngudn> <dich>

= Mot s6 tuy chon:

= f ghidekhoéng can hoi (force)

= i hoitrwdc khi ghi de (interactive)

" r sao chép toan bd thu muc ké ca con
= \idu:

cp -r dirl dirb

cp filel fileb

TRUONG XUAN NAM



[Lénh rm

= X0Oa tap tin va thu muc
= Cu phap:
rm [tuy chon] <tip tin>

= Mot s6 tuy chon:
= f x0a khong can hoi

" -j  hoi trudc khi xod
" r x0d toan bd thu muc ké ca con
" Luruy:

KHONG dung lénh: rm -rf /
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Lénh mv

= Poi tén hodc dich chuyén tap tin
= Cu phap:
mv [tuy chon] <nguén> <dich>

= Mot sb tuy chon :

= -f ghideé khoéng can hoi (force)

= .| hoitrwdc khi ghi de (interactive)
=\Vidu:

mv fileb file6

mv filel dirb
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[Lénh mkdir

= Tao thu muc
= Cu phap:
mkdir [tuy chon] <thw muc> ...
= Mot s6 tuy chon:
= .p tao thu muc cha néu chuwa ton tai
= Vidu:
mkdir dirl

mkdir dirl dir2
mkdir -p dir3/dir4
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[Lénh rmdir

= Xda thu muc rong
= Cu phap:
rmdir [tuy chon] <thw muc> ...

= Mot sb tuy chon :

" .p x04 tat ca cac thu muc tao nén dudng dan
=\Vidu:

rmdir dirl

rmdir dirl dir2

rmdir -p dir3/dir4

rmdir dir3/dir4 dir3
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Phan 3
Cac lIénh lam vi€c vo1 nd1 dung
tap tin
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[.énh wc

= Cho biét thdng tin vé sd dong, so tu, kich thudc
(byte) cua tap tin
= Cu phap:
wc [tuy chon] [tap tin 1] ... [t4p tin n]
= Mot sb tuy chon:
= ¢ kich thuwdc tap tin (byte) gdm ca ky tw CR va EOF
= -m sO lwong ky tw cd trong tap tin
" -w 5O lugng tir cd trong tap tin
= | 5O dongtrong tap tin

= -L chiéu dai cla dong dai nhat .
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[Lénh touch va cat

= Lénh “touch filename”: tao tap tin rong (ho3c xda
n6i dung néu file d3 co tir trudce)
= Lénh “cat” dung dé hién thi ndi dung tap tin
= Cu phap:
cat [tuy chon] [tap tin 1] ... [t4p tin n]

= M3t so tuy chon :

" s xda cac dong trang chi dé lai 1 dong duy nhat

= .n danh s6 th& tv cac dong, ké ca dong trang

= .b danh s6 th tv cac dong, ngoai trir dong trang

o2
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[.énh more

= Xem nOi dung cua tap tin theo tirng trang man hinh
= Cu phap:
more [tuy chon] [tap tin 1] ... [t4p tin n]
= Mot s6 tuy chon:
= -n  xac dinh kich thudc cua man hinh n dong
= +n dong bat dau hién thi
= s x0a bt cac dong trang

= BAm space dé xem trang tiép
= BAm b dé xem trang trudc

TRUGNG XUAN NAM ; Q



[énh head

= Xem ndi dung dau tap tin
= Cu phap:

head [tuy chon] [t4p tin 1] .. [t4p tin n]
= Mot s6 tuy chon:

" -n inra man hinh n dong dau tién (mac dinh Iénh
head s& hién thi 10 dong dau)

= .q khong hién thi ra man hinh phan dau dé chira tén
tap tin trong truong hop maé nhiéu tap tin cung luc

“9
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Lénh tail

= Xem ndi dung cudi tap tin
= Cu phap:
tail [tuy chon] [tap tin 1] ... [t4p tin n]

= Mot s6 tuy chon:
" -n in ra man hinh n dong cudi cung (mac dinh |énh tail
sé hién thj 10 dong cudi)
= .q khong hién thi ra man hinh phan dau dé chira tén
tap tin trong truong hop maé nhiéu tap tin cung luc
= -f cip nhat lién tuc (moi khi ndi dung file thay doi)
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[énh find

= Tim kiém tap tin
= Cu phap:
find [path .. ] [expression]
= Mot sb tuy chon:
" -name pattern tim cac tap tin co tén chira chudi pattern
" -group hame tim cac tap tin thuéc nhdm name

= -user name  tim cac tap tin tao badi user cé tén name

= -size [+/-]n[bck] tim cac tap tin kich thudc [&én hon/nho
hon n block (512 bytes/block). Kich thudc 1a block néu
ky tu theo sau la b, c la byte, k |a kilobytes.

= _type filetype tim cdc tap tin cd kiéu la filetype

g5
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Lénh grep

= Tim ki€m mot chuoi nao dé trong ndi dung tap tin
= Cu phap:
grep [options] pattern [file] ...

= Mot s6 tuy chon:
" .| khong phan biét hoa thuwong
* .n  kém theo s6 th tw dong khi xuat két qua
" r tim lap lai trong thu muc con
= -v tim nghich dao
= -3 Xt ly tap tin nhi phan nhu la mot tap tin van ban

TRUGNG XUAN NAM ; Q



Lénh grep (tiép...)

= Mot sO regullar expression:
= A Dbegin of line
= . kytw batky
=S endofline
= Vidu:
= Liét ké tat ca cac file trong /etc bat dau bang b, k, n
Is /etc | grep ""[bkn]"
= Liét ké tat ca cac file trong /etc co ky tu ké cudi la a
Is /etc | grep " a.$"
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Leénh cmp

= So sanh hai tap tin c6 kiéu bat ky
= Cu phap:
cmp [-1] filel file2

= Trong d6 —I cho phép xuat ra danh sach cac vi tri
khac nhau giltra hai tap tin

= Vidu:
cmp myfile ml

TRUONG XUAN NAM



Lénh dift

= Tim s khac nhau gitra hai tap tin
= Cu phap:
diff [tuy chon] from-file to-file
= Mot s6 tuy chon:
" | sosanh khong phan biét hoa thuwong
= s hién thj thdng bdo néu hai tap tin gidbng nhau
= .w bo qua khoang trang giita cac tir
" .r 5o sanh tat ca cac tap tin trong cac thu muc con

TRUGNG XUAN NAM ; Q



Phan 4
Quan diém cua linux v€ phan
quyen
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Nguo1 dung

= Linux phan chia ngwoi dung thanh 2 loai chinh:
= Nguoi quan tri (root hay superuser): cé thé thuc hién
moi thi v&i may tinh
» Nguwoi dung thuong (user hay normal user): bi han ché
mot sé chirc ndng (vi du nhu thay doi thiét 1ap khéi
dong, cai dat phan mém, cap nhap hé thong,...)
= Nguoi dung dugc hé thong cap tén (username),
mat khau (password) va thuw muc con danh riéng
trong /home dé lwu trir dir liéu cd nhan (download,
anh, tai liéu, desktop,...)

= MGt s6 hé thong linux khong theo chuan trén Q



Nguo1 dung

= Tao ngudi dung méi: useradd username

= Xda ngudi dung cl: userdel username

= Thiét Iap mat khau: passwd username

= Tao nhdm méi: groupadd groupname

= X6a nhém méi: groupdel groupname

* Thém nguoi dung vao nhom:
gpasswd -a username groupname

= Thay d6i nhdm chinh cda mét ngwoi dung:
usermod -g grouphame username

TRUONG XUAN NAM
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Thong tin file bo1 Iénh Is

Phan loai file
’ A ~ -
cac quyén truy cap cho chu

‘ Cac guyén truy cip cho nhém cha

Cac quyén truy cip cho nguoi dung bén ngoai
Kich thudc cua file

1 bmef user # ls -1 Thoi diém file duoc tao ra

2 call 36 \\

3 (S)(toot)[root | 4096|E006-06-29 04:21 (" 3

4 7|l root||root 4096(|12006-06-23 02:13]. .

5 1|l root||root 6096|[2006-06-22 09:24 |functions

6 Z2|lanon||lusers 651(|2006-06-23 05:23||hardlink

7 2|lanon||users 651|12006-06-23 05:23 |mark.txt

8 2||root||root 4096||12006-06-22 09:27 |mydir

9 1|l root||disk B, 192([2005-05-24 08:09 (sdm

10 1| root||root 6096(12006-06-22 09:29 |share

11 1|l root||root 9112006-06-22 09:28/|softlink -> functions

12 1| root||root 0|(2006-06-29 04:21|zerobyte.txt

\ N AN J\ J X 3

Téng s& 1lién két
dén cung 1 file Tén nhém chu cua tap tin

N ) s Fad o J Fad . Tén tap tin
Tai khoan c¢a nhan chu tap tin

Kiém tra thudc tinh cta cac tdp tin bang 1énh 1ls -1
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Thong tin file

= Y nghfa phan quyén

= Quyén doc (read) —r ma quyén la 4
= Quyén ghi (write) —w ma quyén la 2
= Quyén chay (execute) — x ma quyén la 1l

* Chu y: v&i thu muc nghia la quyén vao xem néi dung
= Y nghia cac cot

Kitu Ouyén  S6lién Chi Tén  Kichthwéc Thid diém sita

tap tin  tép tin leét nhét nihiitn (hyte) ddi sau clng
-rw-r——r—— 1 chri=s weather 207 Febh 20 11:55

TEén
tap tin

mydata



Phan quyén truy cap

= Phan quyén cho group:
chgrp groupname file
= Phan quyén cho user:
chown username file
= Phan quyén tong quat:
chmod code file
= Code & day rng vdi quyén cla user/group/other
chmod 755 abc

chmod -R 777 é



Kiéu tap tin

= Linux ¢ 8 kiéu tap tin

= Regular

= Directory

® Charater device
" Block device

=" Domain socket
= Name pipes

= Symbolic link

=" Hard link

f hoac —
d

C
b
S
P
|
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Kiéu tap tin

= Hard link: 1a “nickname” cua mot tap tin khac
In <dich> <lien két>
In /tmp/abc.txt ~/abc.txt
=" Chuy:
= Hai tap tin la mot, chi khac tén, thay d6i ndi dung trén 1
tap tin thi ndi dung tap tin kia cling thay doi
= Chitao duoc hard link cho tip tin trén cung 6 dia logic
= L&nh Is —| hién thi so lién két cirng dén tap tin

= Xda tap tin thi so lién két sé gidm xudng, 6 dia dwoc giai

phdng khi so lién két giam xuéng 0 .
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Kiéu tap tin

= Symbolic link (con goi la soft link): tap tin chira bén
trong nd 1 lién két dén tap tin / thu muc khac
In -s <dich> <lien két>
In -s /tmp/abc.txt ./2abc.txt
" Chuy:
= CA thé tao soft link tdi bat ki d6i twong nao (tap tin /
thu muc), khong bi bat budc phai cing phan vung dia
= Néu xda tap tin goc, soft link sé& bi hdng
» Tuwong tu shortcut trong Windows

= Lénh rm sé xda soft link hay tap tin tro dén? .

TRUONG XUAN NAM
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Tén tap tin

= DO dai tén file t8i da 255 ky tu, linux ho tro kha tot
viéc st dung unicode trong tén file, nhwng nhiéu
phan mém ho tro khéng tét [am

= CS thé sir dung bat ky ky tu nao (ké ca ky tu dac
biét — thwong bi cdm trén cac hé thong khac)

"very ? long - file + name.test"

= Tap tin / thw muc an duoc bat dau bang mot dau “”
bash_history .bash_profile .bashrc
.desktop/ kde/ mozilla/

o2
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