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BAI 3. QUAN TRI TAI NGUYEN VA DICH VU

LUU ¥Y: TAT CA SINH VIEN THUC HIEN TREN FILE IMAGE CUA HE PIEU
HANH BENEGSI PA CAI TU CAC BUOI THUC HANH TRUOC TAI THU

MUC PA TAO TAI O SINENVIEN

PHAN 1: MO FILE IMAGE CUA HE PIEU HANH CENTOS 7

< Budéc 1: Khéi dong phin mém may d0 VMware

- Sau khi khé1 dong VMware nhu hinh sau

y| File Edit View WM Tabs Help f
RN =N S CNC M a =N W=
Librany > %1 Home ]
| Q, Type here to search v|

'—EJJ My Computer

2 Someanr VMware” Workstation 9

i [ Create a New Virtual Machine Virtual Network Editor
"—Tﬂ Create a virtual machine on this computer. Change the network configuration used by
% o - __ wvirtual machines on this computer.
£ =

Open a Virtual Machine

‘JJ Open a virtual machine on this computer,
| Connect to a Remote Server
lI ! Open virtual machines on a remote server.

=

Virtualize a Physical Machine
:—_ Create a virtual machine from an existing

| physical machine.

Workstation Preferences

Customize Viviware Waorkstation to your way
of working.

Software Updates

| Check for software updates for VMware
Workstation.

Help

| Wiew the help topics for ViMware
© Workstation.
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< Buéc 2: Mé file image ciia hé diéu hanh CentOS 7 da cai

Trén man hinh chinh VMware chon File ->Open...
Chon dén file image VMX ciia CentOS 7

o VMware Workstation -

File Edit View VM Tabs Help

P-lE b od|D=ng| O

Library x

i) Home x]
Q. Type here to search -

= =l My Computer

o ummwoseerteot| | \fMwar

Shared VMs A L » ThisPC » Documents » Virtual Machines » Cent0S7 v & Search Cent057 »
Organize ~ New folder =~ [ @
1. Documents A Name . Date modified Type Size
ki Pictures Cent0S T.nvram 4723/2016 1206 PM  VMware virtual m... K8
P [& Cents 7umdk 4/23/2016 1206 PM__ VMware virtual dis... 1,083,392 KB|
I Desktop m CentQS Tvmsd 4/23/2016 %49 AM  VMware snapshot ... 0KB
; 5 Cent0S Tvmx 4/23/201612:06PM  VMware virtual m... 3KB
B [Docurmens ] Cent0S Tvm:f 4232016949 AM  VhwreVMTeam... 1KB
: m‘::ms 2] vmware.log 4/23/2016 1206 PM Text Document 202K8
i [ vmware-log 4/23/201610:12AM  Text Document 312 KB
f ::t:;:s 2] vprintproxy.log 4/23/2016 1206 PM  Text Document 5KB

£, Local Disk (C:)
—a New Volume (E)

u New Volume (F)

v

File name: | Cent0S 7.vmdk v| |Al\fi\5 v|

SISl 9 i1 o

% Buwoc 3: Khéi dong vao may ao CentOS 7

Chuot phai vao may do chon Power -> Power On
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ent0S Linux 7 (AltArch)
[Kernel 3.18.8-327.el7.i686 on an i686

localhost login: _

PHAN 2: CONG CU QUAN LY TAI NGUYEN — PHAN TiCH HOAT PONG

Quin ly tién trinh:
Linux 12 hé diéu hanh da nhiém, do d6 viéc quan 1y tién trinh rat quan trong.
Terminal cua Linux cung cép mot sb luong céac cau l1énh kha hiru ich hd tro viée quan 1y
cac tién trinh, kill ching, hoac nang do uu tién cho ching.
o D¢ liét ké cac tién trinh dang chay trén hé diéu hanh dung 1énh: ps
-e: hién thi thong tin vé mdi tién trinh.
-1: hién thi thong tin day du tién trinh.
-f: hién thi thong tin vé tién trinh cha.

-A: hién thi tit ca céc tién trinh.
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root@localhost ™
5 uID PID ADDR S5Z WCHAN TTY
3 1942 1658 wait ttyl
5 1986 2232 wait ttyl
3 ZA98 2206 wait ttyl
3 2182 1657 wait ttyl
R Z144 1917 - ttyl

root@localhost

L
F
4
4
4
4
g
L

Duéi day la sy mi€u ta cua tat ca céc file duoc hién thi boi 1énh ps -f.

Cot Miéu ta

ulD ID nguoi st dung ma tién trinh nay thudc so hiru (nguoi chay no).
PID Process ID.

PPID Process ID gbc (ID cuia tién trinh ma bat dau no).

& CPU sir dung cua tién trinh.

STIME Thoi gian bit dau tién trinh.

TTY Kiéu terminal lién két voi tién trinh.

TIME Thoi gian CPU bi st dung bai tién trinh.

CMD Lénh ma bat dau tién trinh nay.

e CAu lénh top 1a mot phuong thirc dé xem viéc chiém dung tai nguyén hé théng, va
xem nhiing tién trinh ndo chiém dung tai nguyén nhiéu nhét. Nhing tién trinh chiém

dung CPU nhiéu nhat s& duoc liét ké dau tién.
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top - B1:58:53 up £:45, 1 uwser, load average: H.88, H.81, H.85
84 total, Z ramming., 82 =leeping. 8 stopped. B zombie
B.H us, ©B.8 =y. AB.A ni,18B8.H id, ©BH.8 wa. A.B hi, B.8 =i, B.8 =t
1826532 total, 874812 free, 53732 used, 98788 buff..cache
ZA97148 total, Z897148 free. B uszed. 9363141 avail Mem
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e D¢ thoat khoi top , an to hop phim tat Ctrl + C. T6 hop phim nay ciing dung dé kill
cac ung dung dang chay tir Terminal.
e Khi liét ké danh sach tién trinh dang chay. Néu cam thay danh sach c6 vé qua dai, co

thé dung 1énh sau day dé hién thi mot danh sach ngan hon:

ps -A | less

e An“q” dé thoat.

e Ngoai ra, ¢ thé chi dinh tién trinh cu thé bang 1énh grep. Vi du sau day s& tim kiém
tién trinh ttm_swap trén hé thong:

ps -A | grep ttm_swap

[rootR@localhost “1# ps -Aligrep ttm_swap

285 7 88 :88:88 ttm_swap
[root@localhost ™ 1#

e Kkill
Cau lénh nay dung dé tat cac tién trinh, bang cach cung cap PID cua chung. PID nay
c6 thé duoc 1ay tir 1énh ps -A hodc pgrep
kill PID
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[rootPlocalhost “1# kill 1942
[root@localhost 14

o Dékill cac ing dung ctig dau, dung lénh Kill -KILL hozc kill -9.

* [pgrep
Lénh nay cho phép ban tim PID ctia mot tién trinh trén hé théng. Vi du, mubn tim PID

cua ttm_swap:

e pgrep tt_swap

e Ciing c6 thé két hop né véi 1énh kill & trén.

[root@localhost 7 1# pgrep ttm _swap

285
[root@localhost ~1#

o pkill & killall

e Hai cau lénh nay cho phép kill tién trinh bang cach cung cip tén cua ching:

pkill tuned
killall tuned

Sau khi kill tién trinh tuned xong né khong con xuat hién nita

[root@Plocalhost “1# p= -A | grep tuned
795 7 H8:88:82 tuned
[rootRlocalhost “1# pkill tuned

[rootRlocalhost “1# ps -A | grep tuned
[root@localhost ™ 1#

* renice
Cau lénh renice duoc dung dé thay doi gia tri wu tién cta tién trinh. Mic dinh gié tri
uu tién 1a 0, gid tri -19 dugc uu tién rat cao, nguoc lai 19 lai ¢6 do uu tién thép nhat.

e Cau lénh renice yéu cau cung cip PID cua tién trinh. Lénh sau day s& thay doi
priority cta tién trinh xudng murc thap nhat:

renice 19 PID
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[root@localhost “1# pgrep sshd
798
[root@localhost “1# renice 19 798

798 (process ID) old priority B, new priority 19
[root@localhost ~1#

e NéEu muon cap quyén uu ti€n cao hon cho mdt tién trinh, ban can dung quyén cua

root:

sudo renice -19 PID

o xkill

e xKkill 1a mot cach dé& dang dé kill cac chuong trinh do hoa dang chay. Khi ban g 1énh
nay, con tré chudt s& bién thanh chit x, dé kill tng dung nao dang chay, click vao tng

dung d6. Néu ban khong muén kill img dung, click chudt phai, lic nay s& thoat xkill.

e Cach don gian hon dé chay xkill 14 4n t6 hop phim Alt + F2 , gd vao xkill , 4n Enter
va click vao ing dung can kill.

e Kiém tra dung luong cac 6 dia dung 1énh df:
[root@localhost “14# dAf

Filesystem 1K-blocks Used Available Usex Mounted on
dev mapper-cl-root 18387872 887244 17419828 S5x
583936 a 583936 B2 sdev
513264 a 513264 8% sdewvsshm

513264 6948 586316 2 srun

513264 A 5137264 B /=zys-Ifs-/cgroup
588588 121776 386812 24+ -boot

182656 H 182656 B srunsuser~H

e Déxem dung luong bd nhd chinh hién tai sit dung 1€nh: free -m

[root@localhost ~1# free -m
total used shared buff. cache available

Mem: 1882 46 b 181 919

Slap 2847 a
[root@localhost ™1#
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PHAN 3: DICH VU CO BAN CUA LINUX VA PIPE

Co ché duong dng Pipe

Co ché duong 6ng giita hai tién trinh cho phép dinh hudng lai dau ra cia tién trinh thir

nhét tré thanh dau vao cta tién trinh thi hai
Co ché duong dng duogc thiét 1ap bang cach sir dung ky tu: |
Cu phéap c6 dang: cmd1 | cmd2

e Loc thong tin tir file: $cat tén_filel | grep ndi_dung can loc

[root@localhost “1# cat anaconda-ks.cfg i grep root

ootpw --iscrypted S65u2aybS9IrTS1PASISXpkogd 12KZKE7vS TBGOMTu kowid jCs3PalhrkizxcyzkXBt 7kSzNT SonNxpll 1aPND4YV1Z0RKgXHUP4B4U 156/
[root@localhost ™1#

e Hién thi ndi dung n dong dau tién trén file : $head -n tén_file

[rootPlocalhost 71# head -18 anaconda-k=s.cfg
tvers ion=DEUVEL

it System authorization information
uth --enableshadow --passalgo=sha512
it Use CDROM installation media

drom

it Use graphical install

raphical

it Run the Setup Agent on first boot

f irstboot --enable

it Keyboard layouts

e Hién thi n dong cudi cung cua 1 file: $tail -n tén_file

[root@localhost “1# tail -18 anaconda-ks.cfqg
cend

:addon org_fedora_oscap
content-type = scap-security-guide
profile = default

xend

«addon com_redhat_kdump --enable --reserve-mb='auto’

send
[rootPlocalhost ™ 1#
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e DPém sb dong trén file: $we tén_file

[root@localhost “I# wc -1 anaconda-ks.cfyg

49 anaconda-ks.cfy

Céc tham sd cua 1énh we:
-1: Hién thi s dong cua file
-c: Hién thi s6 ky tu cua file
-w: Hién thi s6 tir ctia file

e Tim kiém trong file hodc trong dau vao chuan ciac dong c6 chtra cac ky tu hoac xau

thda min mot s6 diéu kién nao do. St dung 1énh grep

Mbt s6 ky tu dac bi¢t n grep sit dung mot $6 ky tu dac bi¢t trong cau I¢nh: . Biéu dién 1
ky tu bat ky * Lap lai ky tu & vi tri trude ~ bat dau 1 dong $ két thiic 1 dong [...] xac dinh
danh sach hodc mot khoang cac ky tu can tim kiém [*..] cac kY tu khong tim kiém ~ Cha

y: dé tranh nham 1an, nén dat cac ky tu biéu dién diéu kién trong ngoic kép.

o $grep [] /etc/passwd: Tim trong file /etc/passwd cac dong c6 ky tu “t”

[rootRlocalhost ~1# grep [t] etc-passud
root :x:8:8 :root :root: bin-bash
bin:x:1:1:bin:»bin: sbin-nologin
aemon :x:2:Z2:daemon:shin: sbin-nologin
dm:x:3:4:adm: var~-adm:sbin-nologin
tlpivarsspoolslpd:ssbhbinsnologin
B :sync:ssbhin: binssync
x:6:8 :shutdownm : »sbin: sbin shutdown
tB:halt: sbin: sshinshalt
1Z2:imail i varsspoolsmail :rshinsnologin
operator:x:11:8:operator: root: shbin-nologin
ames 1 x:12 188 (games ! susr-games D -sbin-nologin
ftp:x:14:58:FTP User:- var-ftp:- shin-nologin
nobody :x:99:99 :Nobody :~ :»sbhinsnologin
vahi-antoipd:=<:178:178 :Avahi IPwdLL Stack:-var~-lib-avahi-autoipd:- sbhin-nologin
lsystemd-bus-proxy:x:999:998 :systemd Bus Proxy:~:- sbin-nologin
lsystemd-network ::x:998:997 isystemd Network Management:~:~-sbin-nologin
bus:x:81:81:3ystem message bus:~s:ssbinsnologin
polkitd:x:997:996:User for polkitd:- - sbin-nologin
s58:x:59:59 ' Account used by the trousers package to sandbox the tcsd daemon:-sdev-null:ssbhin-snologin
l=shd :x:74:74:Privilege-separated 35H: var-empty~-sshd:- sbin-nologin
postf ix:x:89:89: rvar-spool-postf ix:- sbin-nologin
nwdong x: 1888 : 1888 : nudong : ~home.nwdong © ~bin-bash
hackathon:x:1881:1881: : ~home-hackathon: bin-bash
huchanh :x: 1882 : 1882 : : ~home.~thuchanh : ~bin-bash
hZ:x:1883:1883: : -home-thZ : #bin-bash
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e Tim trong file /etc/passwd cac dong bat dau bang ky tu “t”

Ty

[root@Plocalhost ~1# grep ""t" retcrspasswd

t==:x:59:59 Account used by the trousers package to sandbox the tcsd daemon:sdewvr-null:rssbinsnologin

thuchanh :x: 1882 : 1882 : : homethuchanh : binsbash
thZ:x:1803:1883 : :home. thZ : »binbash
[root@localhost ~1#

e Sosanh filel vafile2 : diff filel file2

Tim sy khac nhau gitra filel va file2 (cac file dudi dang van ban)
Két qua hién thi du6i dang cac dong

[root@localhost 1# 1s -1rt

root root 39 Apr £3 A9:58
root root 1318 Apr 23 B9:59 anaconda-ks.cfyg
root root Z8 fApr £3 18:85 run.sh
root root 27 fApr 24 B2:41 runl.sh
[root@localhost 71# diff run.sh runl.sh
laZ
> Change
[rootR@localhost ™ 1#

e Loc thong tin theo ¢t

Khi thong tin can loc ¢6 dau vao dang bang va chi mudn hién thi 1 ¢t théng tin ndo day

st dung 1énh awk nhu sau
grep [thong tin can loc] [ngudn dau vao] | awk {“print $[s6 thir tu cot]’}
vi du 1énh dk hién thi thong tin dang bang nhu sau

[root@localhost ~1# df
Filesystem 1K-blocks Used Available Use:x Mounted on
dev mapper-~cl-root 18387872 887244 17419828 S s
583936 a8 583936 B sdewv
513264 a8 513264 8 ~sdewv-shm

513264 6948 S5H6316 Zx srun

513264 a 513264 B ~sys-f=srcgroup
588588 121776 386812 Z4 ~boot

182656 a 182656 B2 srunsuser-H

Muén hién thi chi thong tin cot 1 dung 1€nh sau:

dk | awk “{print $1}’
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THUC HANH:

Bai 1: Tim tat ca cac dong khong bat dau bang dau # trong file /etc/sudoers

Bai 2: St dung 1énh dk —k va awk dé hién thi cot use%

MOT SO DICH VU CO BAN CUA LINUX (CENTOS)

e Pé xem cac dich vu dang chay sir dung 1énh: /sbin/service crond status

[rootl@localhost “I# /sbinsservice crond status
Redirecting to -bin-ssystemctl status crond.service
® crond.service - Command Scheduler

Loaded:
Active:
Main PID:
CGroup:

23 23
23 23
23 23
23 23

Service

loaded (- usr-librssystemdssystem crond.service: enabled: vendor preset: enabled)
active (running) since Sat 2816-84-23 23:85:25 ICT: 3h 48min ago

5397 (crond)

ssystem.slicescrond . service

L 597 susr/shinscrond -n

:@5:25 localhost.localdomain systemd[1]: Started Command Scheduler.
:85:25 localhost. localdomain systemd[1]: Starting Command Scheduler...
:85:26 localhost.localdomain crond[597]1: (CRONM) INFO (RANDOM _DELAY will be scaled with factor 1x if used.)

185:27 localhost. localdomain crond[597]1: (CRON) INFO (rumning with inotify support)
[rootl@localhost ™14

(dich vu) thuong duoc goi la daemon la mét chuong trinh xac dinh chay & nén

ctia hé thong va thuong 1a khong twong tac duoc (non-interactive). Cac chuong trinh d6

duogc stir dung cho nhiéu muyc dich khac nhau bao gdm: quan 1y phan ctng (hardware),

truy cap mang (network access), theo ddi (monitoring), ghi log (logging). Tat ca cac hé

diéu hanh déu c6 mét tap hop cac dich vu dé tu dong thyc thi nhiéu hoat dong.

Runlevel: trong hé théng linux, nguoi dung co thé dit mot dich vu hodc mot nhom cac

dich vu

lai muc

chay & mot ché do xac dinh dé thuc hién mot vai muc dich nao d6 hoac gidi han

dich st dung ctia mdt / nhom cac dich vy d6. P61 véi hé diéu hanh Fedora hoéc

cac hé diéu hanh Linux dya trén nén RedHat thi runlevel c6 cac gia tri chinh sau:

Runlevel-1: ché do chay don ngudi dung.(single-user mode)

Runlevel-2: ché do chay da nguoi dung (multi-user mode)
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Runlevel-3: ché do da ngudi ngudi, hd trg mang (multi-user and networking mode)

Runlevel-5: X11 (runlevel 3 + X Windows System).

Thong thuong, cac dich vu chay & ché d6 dd hoa (dya trén X-Server nhu startx) thi thi
runlevel & mic 5 va cac dich vu khong chay & ché d6 d6 hoa thi runlevel & muc 3. Binh

thuong, khong c6 dich vu nao chay ¢ runlevel 1.

Pé xac dinh runlevel ma ban dang st dyng thi ban st dung Iénh sau:
Code:

# /sbin/runlevel

Pé x4c dinh runlevel ma hé théng cua ban s& chay & lan khoi dong ké tiép:
Code:
# cat /etc/inittab | grep :initdefault: id:5:initdefault:

PHAN 4: TU PONG HOA CAC TAC VU TRONG LINUX

e Cronlagi:

Xét vé mat k¥ thuat, cron 1a mot tién ich cho phép thuc hién cac tic vu mot cach tu dong
theo dinh ky, & ché d6 nén cua hé thdng hay con goi 1a daemon. Crontab (CRON
TABBLE) 1a mot file chira dung thoi khoa biéu (schedule) ciia cac entries duoc chay.
N6 thuong ding dé nén dinh ky cac file ghi nhat ky, dong bd hoa hay backup dir liéu.

e Cron lam vi¢c thé nao?

cron chay trén nen hé thong va thuong duoc khoi chay lac khoi dong. N6 dinh ky kiém
tra cac tac vu can lam mdi mot phat. Céc tac vu nay duoc dua trén cac file crontab. Cac
file crontab thuong duogc dat tai thu muc /var/spool/cron/crontabs.

Céc tép tin trong thu muc nay cO tén trung vai tén nguoi dung, user.

Nhu vy moi user déu c6 thé c6 crontab riéng.

Céc file cau hinh va cac thu muc lién quan:

File cau hinh chinh: /etc/crontab

Thu muc luu thong tin cho tirng user: /var/spool/cron/crontabs

Xem thém "$ man cron”.
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e Cau truc cua crontab

Mot crontab file schedule don gian 1a mot text file. N6 gdm c¢6 nam truong xac dinh thoi
gian, va truong cudi cung 1a 1énh s& duoc chay dinh ky, cdu trac nhu sau:
minutes (0-59)

hour (0-23)

day of the month (1-31)

month of the year (1-12)

day of the week (0-6, 0=Sunday)

Cac quy tic chung:

« Céc cot cach nhau bang dau cach space hay tab.

o  Néu mot cot duoc gan ky tu *, n6 c6 nghia 1a tac vy sau do6 s€ dugc chay & moi gia
tri cho cot do.

o Gia tri lién tiép ké nhau dugc dinh nghia bang dau trir. Vi du: 1-5 ¢ nghia 13 gia
tri nam tr 1 dén 5. Néu nd & cot "day of week" thi tdc vu nay s€ thyc hién tu tha
hai dén thtr sau.

« Céc gia tri khong ké nhau thi cich nhau bang dau phiy. Vi du 2,4,6 & truong
"ngay" s€ la thir ba, ndm, bay.

« Céc khoang thoi gian lap lai s& st dung "/". Vi du néu trudng thir nhat 1a phut dinh
nghia [a */10 thi ctr 10 phut s& thuc hién mot lan.

e Thao tac voi crontab

Céc tép tin ciu hinh cua cron ¢ dinh dang text nhung chung ta khong nén thao tac truc
tiép bang tay. H¢ di€éu hanh thuong dua kém cho ban cong cu dé ban stra cac tép tin nay
d6 chinh 1a "crontab".

$ crontab —e: Chinh stra crontab
$ contab —1: Liét ké bang crontab cho user hién tai

Gia str mudn ghi log mdi phat. Vay thi ta chay 1énh sau:

Thuc hién: Crontab —e dé mo crontab chinh stra: Nhan Esc + 1
G0 dong sau vao

* % %% * date >> home/logs/log.txt

Sau d6 luu crontab bang Esc+:wq!

* % %% * date >> home/logs/log.txt

[root@localhost ~1# crontab -1
* = = » = date >> shomeslogs-log.txt
[rootB@localhost ™ 1#

Bai thuc hanh 3: Quan tri tai nguyén va dich vu



Linux va phan mém ma nguon meé GV Nguyén Van bong — Khoa CNTT — DH Thay loi
THUC HANH:

Bai 1: Bang nhap vdi user root. Tao 1 file tén checkdate.sh vdi ndi dung nhu sau:

echo date >> log.txt

va luu lai ¢ thu muc /root/logs

Thém quyén thyc thi cho file checkdate.sh nay

Sau d6 thém 1 crontab tu dong hoa chay hang gio vao phut thir 50 nhu sau:

50 * * * * [logs/checkdate.sh

BAI TAP VE NHA:

Bai 1: Thuc hién tao 1 tic vu ty dong (crontab) dé tao ra 1 file log méi 20 phut hang ngay
ghi lai s lugng dong cua file log: /tmp/yum.log

Bai thuc hanh 3: Quan tri tai nguyén va dich vu



